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FINANCE AND BANKING

Financial institutions must have
leading edge networks to ensure
the highest levels of security
and performance. In addition,
Sarbanes Oxley and Basel Il
mandate that banking networks
are tightly managed and closely
monitored to ensure that any
malicious access is prevented.
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COMMON CRITERIA
CERTIFIED

EALA+

NETASQ products are
uniquely approved to EU
RESTRICTED and NATO

Restricted standards, as well
as Level EAL4+ International

Common Criteria V3.1.

QUALITY OF SERVICE
A service breakdown or an application delay during a customer transaction is
unacceptable. Network reliability and guaranteed continuity of service must be provided.

NETASQ'’s U Series offers a range of high availability features which control network
congestion and guarantee continuity of service. Superior Quality of Service solutions
and features such as load balancing and failover help to manage network traffic and
guarantee 100% reliable connectivity. Advanced bandwidth management and traffic
prioritization capabilities enable effective management of all network traffic, while the
comprehensive security features offered by NETASQ ensure maximum protection
against denial-of-service attacks.

COMPLIANCE

Financial Institutions are required by law to conform to industry regulations. These
cover the protection of customer data, the evaluation of all the risks associated with your
network in addition to regular reporting, monitoring and incident response management.

NETASQ products ensure that you are operating in compliance with industry standards.
Functionality includes risk management, traceability, quality of service, responsiveness
to alarms, the security of communications, in addition to data protection.

REDUCING COSTS

You are under constant pressure to reduce network costs. A user-friendly interface
driving a centralized administration system enables simple and effective management
of the entire network, while centralized voice services and low maintenance costs also
contribute in controlling costs.

All NETASQ products include the highest protection levels as standard and in addition,
each product is licensed for an unlimited number of users. NETASQ’s complete UTM
Security Solutions deliver a rapid ROI, without degradation of security.

RISK MANAGEMENT

A vulnerable network is open to attack and the risk of losing confidential information is
greatly increased. Recent attacks have demonstrated the weakness of unprotected
systems and highlighted the importance of maintaining a comprehensive antivirus
solution. The detection rate, responsiveness, and the frequency of updates all need to
be optimized to block both immediate and longer term security threats. Security levels
must be stringent both within your system and for your customers.

NETASQ Vulnerability Manager is a unique, real-time analytical tool integral to the
NETASQ Intrusion Prevention Engine. It gives the administrator relevant information
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on the level of risks throughout the network. This allows the operator to evaluate the importance of any alarm highlighting imminent
threats. Alerts and comprehensive reporting provide a full overview of critical vulnerabilities and help to identify what actions you can
take to reduce risk levels in a timely manner.

TRACEABILITY
You must be able to trace all your connections and file access activity to obtain a global view of your network and detect unauthorized
attempts at data access. This requires unique user identification and powerful monitoring and reporting tools.

NETASQ'’s comprehensive user authentication strengthens your system protection while extensive logging and reporting functions
enable you to track which users are accessing which resources and any attempts at unauthorized access. The SNMP and email alert
generation module logs all network events centrally for maximum control of the entire network.

NETASQ enables you to save and generate reports on all connections established in a given time frame. Powerful identification
functionality links users with the connections they make. In addition an alert generation module offers centralized information on all
network events.

About NETASQ

With over 75,000 unified threat management firewalls deployed to business, government and defence organisations of all sizes,
NETASQ delivers solutions of unrivalled performance, protection and control and the most comprehensive EU and NATO certifications
of any firewall.

For further information: www.netasq.com
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