
Military and defense 
organizations are obliged to 
put in place both proactive and 
defensive measures to protect 
information systems and data. In 
addition, there is a requirement 
to maintain exceptionally high 
standards of reliability.  

NETASQ products are 
uniquely approved to EU 
RESTRICTED and NATO 

Restricted standards, as well 
as Level EAL4+ International 

Common Criteria V3.1.

TRUSTED PRODUCTS 
Defense agencies require particular guarantees that sensitive information can be 
adequately protected against security breaches.

NETASQ products are uniquely approved to EU RESTRICTED and NATO Restricted 
standards, as well as Level EAL4+ international common criteria V3.1. NETASQ is also 
the fi rst fi rewall vendor to achieve French government approval for its VPN encryption 
services. This unparalleled suite of certifi cations guarantees that they meet the rigorous 
specifi cations required by military and defense agencies.

You therefore have peace of mind that your most sensitive military information is 
protected, and the reassurance that your investment in the future development of new 
technologies is secure.  

PROTECTION 
Defense organizations cannot afford to suffer loss of confi dential data and the subsequent 
leakage of important information.  All internal applications and general documentation 
should be securely protected, in addition to including strong encryption for confi dential 
communications. 

The NETASQ intrusion prevention engine is based on many years of research and 
delivers optimal levels of security. NETASQ uniquely combines both protocol analysis 
and signature protection to ensure proactive defense against attack and real Zero-Day 
protection.  The level of certifi cation recognizes it as one of the most powerful on the 
market and ensures a high level of security and, by design, a high level of performance. 

In addition, NETASQ solutions offer a whole range of features allowing easy 
administration, ease of use and deployment. 

CENTRALIZED MANAGEMENT 
IT infrastructure continues to evolve and the number of remote sites is growing.  The 
consequent proliferation of remote security equipment on your networks is accompanied 
by a signifi cant administrative overhead. A centralized approach to management and 
administration enables your IT Support to respond to these developments and optimize 
security across the network. 

The NETASQ Administration Suite is a complete solution that simplifi es the management 
of the entire network.  It enables you to ensure you have optimal security on a daily 
basis, through a centrally managed process.

EASE OF INTEGRATION
It is extremely diffi cult to integrate a new security solution into any pre-existing network 
architecture.  The risk of network corruption and general disruption is high, particularly in 
the absence of any centralized application.
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About NETASQ 
With over 75,000 unifi ed threat management fi rewalls deployed to business, government and defence organisations of all sizes, 
NETASQ delivers solutions of unrivalled performance, protection and control and the most comprehensive EU and NATO certifi cations 
of any fi rewall. 

For further information: www.netasq.com

NETASQ products incorporate a range of features to ensure simple integration into existing networks. Flexible Network Layer 
technology and modular security combine to ensure there is no disruption of end user functionality.  Support for routed mode, 
transparent and hybrid network layer based on FreeBSD delivers fl exible integration with complex architectures.  Integrated routing 
capabilities enable easy connection to your existing network. 

DEFENSIVE COMPUTING 
Defense networks demand the highest levels of network security.   Your networks require the necessary management functionality to 
prevent breaches and guarantee the protection of military secrets. 

NETASQ Vulnerability Manager’s real-time scanning solution offers integrated intrusion prevention.  Fully integrated in the heart of the 
operating engine, it provides real-time information on any infrastructure threats.  NETASQ Vulnerability Manager allows you to have 
complete control of your architecture, giving you full overview of critical vulnerabilities in a timely manner.

DEDICATED SERVICES
Your defense organization faces particular requirements when establishing security policies and constraints which govern internal 
processes for securing confi guration and other changes.

NETASQ offers a range of specialist services for such sensitive markets. These include the ability to perform secure data exchange 
and deploy secure confi gurations using a USB key. In addition, equipment not directly connected to the Internet can also be updated 
automatically thanks to NETASQ’s offl ine, system update.


