NETASQ

NETASQ DATASHEET

MFILTRO

THE MOST POWERFUL ANTI-SPAM

How much time do you waste everyday deleting spam from your inbox? Too much! Yet there is a solution.
MFILTRO IS THE BEST SPAM PREDATOR.

A CRUCIAL NUMBER:

99.7%

OF SPAM ARE
BLOCKED*

THE BEST SPAM DETECTION

RATE

Over the last few years, the SPAM
plague has completely changed the face
of email usage. Time wasted. Data
lost.

These problems have almost become
acceptable because they are a daily
occurrence.

In fact, a company’s productivity might
be ruined by SPAMs and associated
viruses.

GAIN PRODUCTIVITY NOW
NETASQ MFILTRO
protects your email
server and is fully
transparent to your
employees.

Based on 10 solid years
of experience and
success in building and
providing security
products, NETASQ has
included the Dbest
available technology into a very
versatile email security product range.

THROUGH

BENEFITS FOR THE USER

Immediate productivity gain
No mail lost

Manage own quarantine

THIS APPLIANCE IS
TRULY AIRTIGHT,
NOTHING CAN GET

NETASQ MFILTRO brings back
increased security and productivity to
your employees. It also brings email
usage back to its original goal of being
an effective communication tool.

NETASQ’s goal is to provide the best
technology available for fighting SPAM.
The choice of the Kaspersky Antivirus
engine guarantees that your company
gets the best antivirus protection
possible.

A consolidated reporting dashboard
allows you to measure your return on
investment in real-time because at the
end of the day, you want to ensure that
your employees are productive.
NETASQ MFILTRO allows you to
control the SPAM plague and measure
how much wasted time your company
has saved.

PLUG AND PROTECT

Efficiency only matters if you can benefit
from it.

At NETASQ, we strongly believe that
ease-of-use and
security can be

reconcilied.
That’'s why every
NETASQ MFILTRO

model is delivered with a

web installation wizard. In

only a few steps, you can

set up an effective email

security  protection  for
your entire company.

BENEFITS FOR THE ADMINISTRATOR

Easy to install, use, maintain
Increase in security

Satisfied users

OPT FOR SIMPLICITY  AND
SECURITY

Because each mail matters, NETASQ
MFILTRO provides a quarantine option
to every employee which means they
control what happens with mail identified
as SPAM.

A COMPLETE RACKABLE RANGE

M1000

srs00s

M200

For more information on this product:

www.mfiltro.com

For more information on NETASQ and its
security solutions: www.netasq.com

* Monthly measures conducted in 2008 on
an independent spam database

BENEFITS FOR THE MANAGER

Improvement in productivity
Decrease in risk

Quick, measurable ROI
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NETASQ DATASHEET

FEATURES

Recommended active e-mail accounts
Unrestricted users licence

Antispam — Antivirus — Antiphishing
User and Administrator quarantine
Per domain settings — advanced policies
LDAP / Active Directory integration
Incoming / Outgoing e-mail analyses
Quarantine and logging capacity (GB)
Network

Redundant disks (RAID)

Redundant power supply

HARDWARE SPECIFICATIONS

Racking
Height x Width x Depth (mm)
Product weight

Power supply (AC)

Power Consumption

Cooling subsystem
ENVIRONMENT

Operational temperature

Storage temperature

M200
Up to 500
v

€ C KL

v
120
2x10/100/1000

M200

19" 1U, 22cm depth
4.3x43.7x22
4Kg / 8.8lbs

110-240V, 250W
50-60Hz, 5A

20W
1 (CPU-FAN)
M200
5° to 55°C
-20° to +85°C

Humidity 8-90% / 8-90%
PERFORMANCE M200
Messages/hour 100,000
Connections/second 30

M500
500 to 1,000
v/

€ € C KL

v
160
2x10/100/1000

M500

19" 1U, 37cm depth
4.3x42.6x35.6
5.5Kg / 12.1lbs

100 - 240V, 260W
50-60Hz, 4A

75W
1
M500
10° to 35°C
-40° to +65°C
8-90% / 5-95%
M500
300,000
80

M1000 M3000
1,000 to 3,000 3,000 to 15,000
v/ v
v v
v v
v v
v v
Vv v
250 500
2x10/100/1000 2x10/100/1000
v/ Hot Swap
- Hot Swap
M1000 M3000

19" 1U, 37cm depth

19" 2U, 65cm depth

4.3x43.7x37 8.9x42.6x65
7Kg / 15.4lbs 19Kg / 42lbs
100 - 240V, 280W 100 - 240V, 500W
50-60Hz, 5A 50-60Hz, 10A
96W 185W
2 4
M1000 M3000
10° to 35°C 10° to 35°C
-35° to +60°C -40° to +70°C

5-90% / 5-90%

8-90% / 5-95%

M1000 M3000
650,000 1,150,000
170 320

Protocol level
protection (SMTP)

Recipient validity
check

Behavioural
protection

Actions on
connection

Protection by
reputation

Heuristic analysis
engine

Antiphishing
Antiscamming

SPAM PROTECTION

IP reputation « Reverse DNS lookup « Tarpitting «
Valid sender domain check

Local list « RCPT TO: mailserver query « LDAP
query * Active Directory integration

Blocking of “early talkers” « Handling mass
mailings ¢ Valid / invalid destination ratio

Drop or Reject « Temporarily Reject « QoS -
tarpitting < Dynamically block IP addresses

Multiple RBL black lists « Dynamic IP detection «
Local reputation list « Multiple URL black lists

Thousands of rules * Immediate efficiency: no
learning time needed * Conditional and progressive
evaluation * Automatic daily engine updates « DNA
signatures * Semantic analysis * Correlation of
header and mail analyses ¢ Protection against
image spam

URL analyses: format and content « Dynamic URL
blacklisting « Detection of bypass techniques

ANTIVIRUS — ANTISPYWARE

Mailbox protection Proactive analysis engine * Archive analysis ¢

NETASQ

Continuous updates * Kaspersky (optional)

NETASQ Headquarters
3, rue Archimede
59650 VILLENEUVE D'ASCQ

Tel +33 3 20 61 96 30
Fax +33 320 61 96 39
contact@netasqg.com

Dashboard

Realtime Monitor

Logging

Initial

Privilege

Sales contacts

LOGGING — REPORTING

Usage statistics « Executive summary « Antivirus
statistics « Antispam statistics « Heuristic engine
statistics « Export of reports to PDF

SMTP sessions « CPU / Memory usage * Spam/
legitimate email ratio * Antivirus application ¢
Antispam application * Queue usage * Storage
throughput

Multiple Syslog servers « SNMP ¢ Incoming/outgoing
sessions * LDAP sessions ¢ Advanced logging * Top
100 senders / spam / legitimate / virus * Export of
statistics to CSV

MANAGEMENT

Role administration « Web interface * Step-by-step
installation wizard * Advanced filter policies « SSH
access * Serial port access * Keyboard / monitor
access

SERVICES

Technical support « Firmware updates * Antispam
updates ¢ Antivirus updates

Initial + express exchange

BENELUX & NORDICS . Breda . +31 76 8883022 . benelux@netasg.com

FRANCE . Paris . +33 1 46 21 82 30 . france@netasq.com

DACH . Minchen . +49 172 8504473 . dach@netasqg.com

IBERIA . Madrid . +34 91 761 21 76 . iberia@netasq.com

ITALY . Milano . +39 02 3809 3751 . italia@netasqg.com

UK. London . +44 191 2574802 . uk@netasg.com Copyright NETASQ 2009 - 2
EMEA . emea@netasg.com
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