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UNIFIED THREAT MANAGEMENT

NETASQ customers benefit from our unique
approach and foresight in developing innovative
network security solutions, based on market
leading technologies.

NETASQ understood that the future lay in delivering
state-of-the-art 360° security in a single appliance,

throughput levels or where absence of latency is a critical factor,
such as in VolIP applications.

FIREWALL

NETASQ multifunction firewalls enable you to quickly and simply
segment your network. Advanced functionality delivers stateful
packet filtering, while new levels of analysis offer user-based
application security. NETASQ’s integrated intrusion prevention

engine uses protocol conformity analysis,

thus reducing network complexity,

management layers and total cost of :

ownership, whilst guaranteeing the

highestlevels of network protection.

PREVENTION
& DETECTION

INTRUSION PREVENTION

NETASQ'’s IPS is the result of 10 years
of research. It combines several protocol
and behavioral analysis technologies to
offer Zero-Day protection, detecting and
blocking most threats even before they are
published. NETASQ'’s IPS signature lists
are updated automatically and NETASQ
security monitoring devices add large
numbers of signatures to their lists every
day.

NETASQ chooses the most effective
protection technology to address each
new security loophole. Key factors include
capabilities for optimizing detection, the
ability to anticipate future attacks and of
equal importance, is the ability to avoid the
risk of false positive alerts.

Focus on

- NETASQ SEISMO
: NETASQ SEISMO is a network

risk management solution designed
to detect applications and any
particular vulnerabilities they may
be susceptible to. At the heart of
the architecture is a trademarked,
patented engine which works in

the NETASQ

Intrusion Prevention Engine to

conjunction with

identify vulnerabilities across the

network’s active elements.

The NETASQ risk detection solution
links the detection engine with
a number of innovative services.
This approach delivers exceptional
functionality, enabling rapid
targeting of the most vulnerable
machines, identifying the affected
applications and diagnosing and

the

corrective measures.

implementing appropriate

application filtering and antivirus analysis
to inspect authorized traffic flows and
strengthen application security.

NETASQ enables you to establish and
configure user-based security policies,
giving you greater control over which
network resources each user is authorized
to access. Many studies indicate that most
threats emanate from the internal network.
Once your network is segmented, you can
configure your NETASQ firewall to control
which traffic and users are authorized to
move between trust zones.

CONTENT
FILTERING

ANTISPAM

NETASQ’s powerful engine heuristically
examines message headers and content,
using empirical rule and semantic analysis,
detecting counter-measures employed by
spam senders and even analysing HTML
code. Any new category of spam, including
image spam, will be detected.

ISP tests have shown that NETASQ’s
analytical engine blocks up to 99% of

Developed within NETASQ’s operating system, the IPS engine
offers real-time analysis of different traffic flows. It does not cut
or copy either the data or the exchanges between the operating
system and the detection software. The architecture is tailored
to optimize performance and is particularly effective at high

unwanted mail, without affecting legitimate messages. Crucially,
these multiple levels of analysis are performed in parallel to offer
maximum efficiency without affecting performance.



ANTIVIRUS

All NETASQ products feature integrated antivirus protection
based on the ClamAV engine; a solution recognised by the open-
source community. With a base of over 800,000 signatures, it is
fast, flexible, extensible and can perform multiple, simultaneous
tasks.

ANTI SPYWARE

NETASQ provides multi-level protection against spyware and
other malware applications. As delinquent applications are
detected, an alarm alerts the administrator who can then clean
the infected machine.

URL FILTERING

NETASQ’'s URL filter enables organizations to block specific
websites, without interfering with employee access to appropriate
sites and their day to day work. Every NETASQ firewall includes
an integrated URL filter which identifies and classifies millions of
websites.

NETWORK
& INFRASTRUCTURE

VIRTUAL PRIVATE NETWORK (VPN)

Virtual private networks have become the solution of choice for
enterprises which require mobile access and site interconnect.
Since their earliest versions, NETASQ firewalls have supported
the creation of VPN IPSec tunnels, enabling customers to
establish secure connections between multiple sites.

NETASQ’s VPN IPSec client allows employees who are travelling
and remote workers to connect to the enterprise network.
NETASQ firewalls support VPN SSL. A simple browser allows
users to access the network from any computer.

Kaspersky Antivirus
A g¢lobal leader for man ears, -
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network. The entire NETASQ product range offers a
Kaspersky Lab antivirus option. Allied with NETASQ’s

real-time intrusion prevention technology, this enables you

Kaspersky protects  your

to check inbound and outbound emails, web traffic and files

in order to prevent viruses gaining access to your network.

HIGH AVAILBILITY

Every element of your network is susceptible to failure.
NETASQ multifunction firewalls are fault tolerant to ensure high
availability and continuity of service even when a device goes
down. Failover functionality guarantees network availability even
in the event of operator loss.

NETASQ firewalls are designed with a range of network features
to simplify installation and minimize loss of availability in
production and other business-critical areas.

AUTHENTICATION

As a security precaution it is wise to authenticate users who
are accessing your internet or intranet servers. NETASQ UTM
appliances offer several authentication methods for authorizing
connectivity and remote user authentication.

The firewall policy can be adjusted so that authentication is
required before a rule can be used. The user database that
contains usernames and passwords can be stored locally on the
UTM or in an external database such as LDAP or ActiveDirectory.

QUALITY OF SERVICE

NETASQ solutions provide a number of bandwidth management
options. An administrator can allocate bandwidth for every
protocol and policy rule. This is extremely helpful for applications
such as VolP or streaming protocols. Secondly, the network
manager may choose to restrict bandwidth, making sure no
protocol, host or user takes undesirable priority over another.

Also, NETASQs IPS has several QoS mechanisms to protect
against malicious hacking attempts.

Optenet Filtering

All NETASQ models, from the U120 upwards offer an
Optenet option. The extensive database of over 100
million URLs is classified into 60 categories, including
pornography, press, games, betting, webmail, P2P and
spyware. A parallel processing algorithm guarantees

optimal performance levels, with latency below 1 ms.
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For further information www.netasq.com

About NETASQ

NETASQ is a growth and innovation private
technology company, focused on delivering
the highest level of network security to all
its customers from SMB to large private and
public organizations.

One of the leading European network security
vendors, we have sold over 55,000 products
worldwide via a distribution channel of 750
partners in 40 countries.

Our solutions give our customers assurance
that a security threat will never jeopardize
their activity. We contribute to their success
by enabling business continuity and allowing
them to focus 100% of their effort on growing
their business.

As computing threats grow more prevalent,
dangerous and diverse we continue to
develop innovative solutions to protect our
customers’ data, their communications and
their network.
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FRANCE Paris
+33 14621 82 30 . france@netasqg.com

BENELUX & NORDICS Breda
+31 76 8883022 . benelux@netasg.com

IBERICA Madrid
+3491 761 21 76 . iberia@netasg.com

ITALIA Milano
+39 02 3809 3751 . italia@netasqg.com

UK London
+44 191 2574802 . uk@netasq.com

DACH Miinchen
+49 172 8504473 . dach@netasq.com

INDIA Hyderabad

+91 40 2780 0020/21 . india@netasq.com

NETASQ HEADQUARTERS Villeneuve d’Ascq

+3332061 9630

Non-contractual document. In order to improve the quality of its products, NETASQ reserves the right to make

INTERNATIONAL
international@netasg.com

EMEA REGION
emea@netasqg.com

APAC REGION
apac@netasg.com

AMERICAS REGION
americas@netasq.com

Your local certified NETASQ reseller
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